if 



B 3^ H # It Jt 

JAPAN PATENT OFFICE 



su ^ # ^0 * « n le « $ tL r v> ;s » :s (i T SB o tb ^ *es mem $ tL T 

This is to certify that the annexed is a true copy of the following application as filed 
with this Office. 



^ n B 2 0 0 3^ 2^280 

Date of Application: 



il 2003-053362 



m M * 

Application Number: 
[ST. 10/C] : [JP2003-053362] 



m M A 
Applicant(s): 



> > 



2004^ \ n I AU 



Commissioner, 
Japan Patent Office 



4 4 



tBiiE#^ miEW 2003-3111513 



mi 2003-053362 ^-Z^ : 1/ 

2030750003 

mm^ff'^m] G06F 15/00 

[BtSiJ#-^l 000005821 
[ltSIJ#-^l 100099254 

imm^-^-l 100100918 

[m^m-w] 100105485 

imm^-^] 100108729 



ailE# 2003-3111513 



mm 2003-053362 



^-v: 2/E 



i^m-^mm^] 037419 
mn^m] 21.000R 

it/^^i 0^*ffl» 1 
[tJi^^l m® 1 
im^^i 1 

9102150 

i^mmmm-^] 9115348 

9600935 

l^i^m^Vt^^] 9700485 



ttlliE#2 003-3111513 



#SI 2003-053362 



vmim 3 1 mrifiT y - v s ym^=i^mt^ mur ^ - v 3 

V :x. X h 7^ - i57 h HB-^ L . BS^|t^^i^IE#-e^ ^ t § . fffET 7° 'J ^ - V 3 > 

^ i lb 1- ^ V i X h x - ^ Tii-^ L . m^^^Ji^-oxwh fi^m^ t mm 



ttliE#2 0 0 3 -3 1 1 1 5 



!Wm 2003-053362 



2/ 



ry; ^- v 3 >^isiiEi--2) ^ t imit-r^m^m i i;is«c<oTy°'; ^- ^ 3 

;fi-L> -t^ j-TT-v^-f^'vti. -t^^rry^-i :^^mMLfzTy°V ^-i' 3 y:^^h 
'6^<!:^#mt-t'i)iH*^2>6^'b 5<7)v>-ftL;^>-irfSm<7)T7°';'>--v3 ^ISiiEv 

-V3><h^m^. luie*- KT 7°';^- V 3 HufS^^T^'^^BuifiTy"'; ^- 

v3 >liMLT^fo7t:Mt::*-^^v^THUieT7°';<^-v3 >^^,iiEL. HiffSp^/- 
- V ^ CD Hfrf B^* ^ MM-r ^ ^m-A^^T LX\^^^Zt ^mU L X . iSIE t 

[ii^S8] Ty;^-V3 >^^f^^^x T-7°';<^r-v3 
v^THylfiT7''J ^- V3 >=&iSIELy^cm. mMZt^d-Tv-y^^ ^i^zr^'tT.m^ 

^m^^x tu le T y ; ^ - V 3 > $ ti m^m^ ^ m£ t . fr la r 7° ^ - v 
[li^^Si 0] frfST7'';'>--v3>'^^f^^{±> te^^ v^;^ hx*- 



tBSE# 2003-3111513 



mi 2003-0 5 3362 



[0 0 0 U 

V 3 >;i>^ ii^^^*'^ ^o5^^_L-riijj^i- T y; ^ - V 3 > ^mm.'f ^ r y; 

<7>T -7°'; ^ - V 3 >755'-t ^ ^ T T-V^vf 7. ^MWi-t ^Wi^^'Sl^^ t ^ ^ElE^S^II 
[0 0 0 2] 

[0 0 0 3] 

UStrti. »^^*3 0±-eKi^1s-r-2>T7°';^-v3 > aJ.T. m^l^X [T 
[0 0 0 4] 

1 ] 

rinterfacej 2 0 0 3^3^-^. CQtBIStt. p. 8 2-90 



maE#2 003-31115 



#SI 2003-053362 



^-v: 4/ 



[0 0 0 5] 

Bi-^M=&i:^) t>6^^T'§^o m^^MS 0:fym^^mWLiWLd 

tf # ^ i*?#-r ^ it ^ > /n4<7)flit 3 5 Ti^^ft o T . Mit 3 1 mMM 3 5 t^fSliE $ tL 
■rv^>2,£^^7i^^*'5)o -9 L/i^25dlc^>tL{i\ Vry'^) 1 1 ^^^*3 0 
(DOS (^b'&v^tiVM (virtual machine) ) 3 2 <DmM<DTX-W]i1^ir ^]awa{^ 

t i)mux ^ fi[f. ^:sMmti^^L-r^o 

[0 0 0 6] 

9 i t /i'^^-e- § -f\ «^ o T . w^S* 3 0 H > n - K $ ti/; Java {mmU) 

miiE#2 003-3111513 



Wm 2003-053362 



^-v: 5/ 



(DMJ^O^m^^rd ->^f-A(i^il1"'2>^ i:^^^-e§^;^-o/io 
[0 0 0 7] 

[0 0 0 8] 

mm ^ mi^ir ^tzib(D^m 

o 

[0 0 0 9] 
[0 0 10] 



ailiE#2 003-3111513 



mm. 2003-053362 



^-v: 6/ 



[coil] 

L -b ^ ^ T T-v-x-i- ;^ i ^ ISIET&^XHgC ^ ^ o 
[0 0 12] 

1 (Dmmifm) 

[0 0 13] 

1112 ti. ^<7)->>^T-A^m^i-^-t4^^TT-Vs-^>?> 1 0 tif^^*3 0 

^';iC»§diitt. J.:Xf|:. 'lf|gco»^mx.;i>^^t?^^v^ r*i^mx./f^pTfIit3 0 2 
J V^ihfzTy''V:^m^&tti^ r^--f«ii^x.flit3 0 1 J 

^^^x.T*3 0^ ^— r#i^x.^it3 0 1 «^^^3 4 T^Mt^ ttfcjava 

(^iiSM)T7''; 3 1 tfz. »i?^^^BTfM3 0 2 titi. O S 3 

S^)ll^fmil (J AM) 3 3/i>^^^&^$tLTV^^o 
[0 0 14] 

r»§m^^nrfIJ^3 0 2J (i. ^5^_h<7)^§f^ (FOxtf. T7°';^-v 
3^31) ^^'i-fP (^J^{i\ ;^7- K 1 0) ^^h(DTi^'t7.fj:tlzX «9 . -e^tc 

[0 0 15] 

Jawai^mmm) ryV 3 l 3 4 (±. JavaC^lt^^) T 7''; 3 K^IE 



aiIiE#2 003-3111513 



mm 2003-053362 v : 7/ 

^tl/N -;' v^it^^tf oT;5'*^ h-r-^^^iSL. ^oy^ h T•'- 

tfz. J AM 3 3t3(i. ii=^^5|?3 0:^^'t^^rTy^^ 7. 1 0 t(DmKmM^Z 

T J AM 3 3 tcaa6^^ 'J>:^^^ i: i 7 r ^ LTfl3t#nTtg-e*>& vl 

10 0 161 

-b^^xTr^/s'^y^ 1 0 {±. ^=^^*3 0 l^zMi- Z>mMmm^no ^^"7 
T-f') 3 1 (7)f5.fiE^S^^f ^ y^- KTy°'; 1 1 iSiE^O^Zrr^^H^SEB^-r^^ 
[0 0 17] 

t/c. iJ- Kv;^-v> 1 3t3{i. -b^ j^T-rVsvf 7, 1 075^'^f=^^*3 0 t<7y 
[0 0 18] 

4^ is . :$:|§B^ (± , -t ^ T s- ^ X 1 0 3 0^ iSill- ^Zt 

^T'fi^v^o ^*i&?^Str(i> -t^^TT-Vs-^X 1 0 ^^^^^3 0 t^^ fffiH 

1 oiim^m^s o^uM-r^ r>T-iiijisiiEj -e^v^o 

[0 0 191 

muKi, ^ovxxAtcisv^r. -t^ 1 00:^- Fry; 1 1 

^^clTT^^^ 7 1 0^^^if=^jS*3 0 tc^^^tt^ ±^^7ryU 7 1 0 
<7):^- K-7^-^-v> 1 3(i. ^=^^5^3 0<7) J AM3 3 iior^-e. ^fi^^fKD^ 



miEJff 2003-3111513 



#11 2003-053362 



-feJr^TxVs:^ ;^ 1 OrttCiLT^o 
[0 0 2 0] 

CPA (Trusted Computing Platform Alliance) (Dl^^^m^^X. -tr^^Tr"' 
/^-f >^7&^B I O S (Basic Input Output System) ^WWik. B I OSi)^0 S 
WML. >k^^. O S:6^7ava(^^^^)ll^f^:^^lSiiE1-;E>J: 9 tr^ iv^o * 
itiJ' >/moS IM;^;- K^-b^ji-TL S I *#oii=^j^^<7)J#^t'{i:, 

^ ^> v&lx^.if (challenge& response) ^^^^fflv^^ ^ S 
[0 0 2 1 ] 

Jiw5S*3 0<7) J AM3 3 ti. -t^^Tr^VM;^ 1 0 t (Dm'SMM.^^J^VJ't h 
-t^^Tr-V^vf 1 0^<DT^'t7.m^imt^L. Java(^it^^) T 3 
1{±. J AM3 3 tc^t LT-fe^^Tr-V^-fy?. 1 0^<^Ti^-t>?.^:S^i-;|> (2- 
1) o COS^^^ltTt: J AM3 3 (i. T 7*'; iiEB^»i;-a-i tt^^f^H^fflv^T 
Java(^«1i)T7°V 3 1 (DMl^m^S 4 ^^IIEL. -e^Ktcj; 0 Java(^li^li) 
T 7°'; 3 1 ^MSEI--^ ( 2 - 2 ) o 
[0 0 2 2] 

mT-m^ 3 4 0#:|jE{i. Java(^^^ll) TT^U 3 1 <7)7"- ^ y 
t-^i^^rti. JAM3 3{±> Java(^#®#)T7°'; 3 l<^)IE^14=^igtiE t. 

- ^ ^i^^ac ^ ttr >^ i i: ^^tisi" i^^x # ^ o 

[0 0 2 3] 

Java(SM^)T7°'; 3 1 ^^,|iEL/iJ AM3 3 L 7^^ ^' v :l ^ h x 

Java(^li^^)r7*'; 3 1 COmi^^^S 3 4 ^ TT-Vsvr 1 0 <^ 



tbliE#2 0 0 3 - 3 1 1 1 5 



2003-053362 



^-v: 9/ 



;^7- KT-7°'; 1 1 Utt^-t-g) (2-3) o ^fii:^nx. :*-KTy;i 1 (±. 

J AM 3 3i)^hmi^fifzV4 i^'^^ Y r- ^ t(D-'^X^miEir^o 

Java(^mti)TyV 3 1 iMMLfz] AM 3 3 (i. Java(^iijSM) T^'V 3 
1 yii^ibOT^-tX^Alc^ll^TL. Kr-7°'; 1 1 K^jijft-'i. (3) 

[0 0 2 4] 

[0 0 2 5] 
[0 0 2 6] 

fctiiiEirf 2003-3111513 



#®I 2003-053362 



^-v: 10/ 



[0 0 2 7] 

[0 0 2 8] 

1114 (i. ^(7)v;^xA^1i^1-^-t^^TT-vsvf 7. 1 0 hm^M^^ 0 
^aiJtC:^LTv^>2)o ^i^S*3 0O^--»f#§m^lIit3 0 1 tc^^;^ ttTV^^ 
Java(^^m^I)T:/'; 3 1 (i. LTv^t^v^o ^<Dfzib. JAM3 3^<7) 

T-7°';iiE0>g»OA:^/(i4ffiv^o -b^r ^ T-rV^"^ ^ 1 0 tcti. Java(S§i^fl) 

T7°'; 3 1 ^m'^-f^fzib<Dy-ii^:x.:^ Yr-^ \ bti:t(Dry''')mM.mw^ 

[0 0 2 9] 

) tnm^. -t^^Tr-Vs-^T. 1 OO:^- Kv^.-v> 1 3 i§^^*3 OO 
J AM3 3 <!:<7)F^t:\ ^SFHlOtg^fgSiEMST&^'^T^tL (1) , ffiUgglEtc^^^ji- 
ht. v> 1 3 '?-tOjS5^;^^-rffi5ig|iE/N°;^7^^:^'^-t^^T 

T-Vsvf 1 0 1*1 ic^zlT^o ^/i^ ^t=^j^*3 0<^ J AM3 3(i. ■fe^:x Tt^Vs:^ 
Til 0 i:O^SM.tiEti^?&1->?. -t^^TT-v^W^^ 1 o^<7)r^'t>^mm^m 
$&L. Java(^^^1i)T:7"''; 3 1 (i. J AM 3 3 LT-b^ jx Tt"/-?-^ 1 0 
^<7)Ti^-t;^^^^t"'2) (2-1) o 
[0 0 3 0] 

:i(Dm^^^nfz] AM 3 3{±. ]aya(^mMm)T^V 3 1 Ot"- y v 

ailE#2 0 0 3 -3 1 1 1 5 1 3 



mm. 2003-053362 



^-v: 11/ 



^?t^^^To-rr-f v^;^ hr-'-^^^^L (2-2) . Z<Dy4 Z^':>^7.Vf''- 
^ ^-t^jLT-r-V-^^X I 0(7)iJ~ KTT"'; 1 1 KmTTi'r^ (2-3) o iJ-VT 

y'\) 1 1 (±. ffil:iSiI^^°;^■7^^'^#0SLT. K-7^-.->>> i 3 izx^m^ 

mM-^'^^TLX\^^^^timmLfz^ik. J AM3 Sij^hmyr^^rLfzr^ i^^^^ h 

1 5 t ^ BS^ 12.11*^*=^ J AM 3 3 icig-r ( 2 - 4 ) o Java(^^ra^) T 
>; 3 1 /O^lSlE^tifc^l t^^Pofc J AM3 3(i. ] ava (mmm) T y°') 3 1 t!*^^ 
(OT^-ty^g^^^trL. ;^-KT-7°';i 1 ten-? > KSrislMI"^ (3) o 
[0 0 3 1] 

V - ^ <7)f^^ ^ ^tt-r tf V ^> ^ ^Mr?ai- ^ T&^-e . T O ^ > n - K 

^ - -If ic@e;fij -r tL{i\ it C -9- - li'^ ^ M^^t" ^^t i)^X ^ i> o 
[0 0 3 2] 

<7)7"-^ (^'-r -y^v^ h 7"-^) Ojf7j^^;n;3i-t:-^)^^31 (2-3) (7)j:f)^#6<j 

d h%\zm.m'fh'^^<I^^-^y KOV e r i f y=^jMLT. P I N<7)#;b«9t^ 
T y Mffl <7) x - ^ ^ ^^1- ^ ^-^^ . I C - K (ry'AnmM.xm.Wi 1- ^ cha 1 
lenge&responce;^^ffl<7)gt^(7)n-7 > Ktr ab'S GetChallenge -h ExternalAuth 
eticate tli5V>T.. f£>^^<7)#;b »9 t^T^"'; i2iiEffl(7)x- iJ' ^-f^ffl LT. x- ^ 

[0 0 3 3] 

I^^O^^. a#^challenge-response:^^-e(i. ^§?B T^^^lt^A ^iSliEl-^ 
a§?A/{i-'bM^BlcML-Cchallenge-response3!!L31<^ h U ^^icabTt^Get 
Challenge*ii«f ^flBtCT. ^"b^ii-C&iJi^^^tLTv^^ffifR^tt^tr 

ai|jE#2 003-3111513 



mm 2003-053362 



^-v: 12/ 



fz±Xm^AI<Zj^mL (ExternalAutheticate) . m^B f^zxm^it^^fzmm 

i^h7^^ctbm^Lx\^^i>m^M mmmw.B : mmmmA^zMfA^^Ltzu^^mn 
) izxm^'^L. m^izx-Dxnhfi^mm^^K mmm-<7)mmtm^Lx\^^^ 

^3 3t;. tfz. mmBi^^iJ- VTy°') 1 lKmmir^:/}'\ tiff A(i«tf$RA 
^zmmiri>r~^it^:i.T {ZUW LXi^< ^ ^ L >^ v ^ t^c a6 . UmmWiA l^z 
#x.TT7'U^tf^^3 375^'^^tf^y-f br-'-^^. tfz. m^^m^B 

{zm^x^^::Lrr-yu ^:^^$)h'^-ct6UWLx\^^^V4 -y^:^Yr-^ 1 5^ 

[0 0 3 4] 

fz T y° mfs^^iiK m'f-m^if ^'Dry'Vi mu l . ^ coisilis ^ ^ -t ^ r 

10 0 3 5] 

-t ^ T T-v-?^ 7> 1 0 3 0 Kmm ^n^t. mi (ommm m i 
].AM3 3 t(7)mx\ mw:m<D^:sLmM^mmTt>ix (d . ^mKmrnizm^^-r 

r^^i^ OmzHX^o tfz. m^^M3 0<D ] AM3 3ii. -b^iT-rVt^ 

i^L. }awaiRmMm)T-f') 3 1 it. J AM 3 3 IC^t LT-t^j- Tt-Vs-c ;^ 1 0 
-^(DT^'tJ^^W^-r^ (2-1) o ^(DWMi^iffzJ AM3 3ii. T^'VliE 



aiBEJlf 2003-3111513 



mn. 2003-053362 



^-v: 13/ 



'ttiKXy)]ava(mmm)Ty''} 3 1 ^WM-t^ (2-2) o ^(D]AM3 

3^z^^]ava{^mmm)Ty'^) 3 Kommmmii. mi(Dmmfm'^'tmLfzi> 

[0 0 3 6] 

Java{^mmm)ry'V 3 1 ^MMLTz ] AM3 3 (i. ]ava(^mmm)ry'V 3 

1 /6^f>OT^-fe^^*^||^fL. ;^-KT-7°'; 1 1 l^za-ry V^Minir^h (3) 
o -t^^TT-v^-Ty^ 1 0<7)*- KT7°'; 1 1 (i. ti- K-^^-^-v/f 1 3 t;=t^# 

mmm. ir-^^^jmr^^) ^mM-r^t. z.<DT-r^)mf^m^ii^ffiorifz 

[0 0 3 7] 
[0 0 3 8] 

- -\<7) Ti^-t;^^;^-KTy; ^ y n ^ A T 7° T-v-^W t . 

L "7 T ;i/ T ^ -t ;^ 1" ^ 7t a6 <7) -t ^ ^ <; -r ^ ^ >i> "7 T ^ ;v T 7° 

VMOt-Vs-^;^ <i::^?^;i>^ ^^O-t^^ Tr-V^-^ X-Cfi. [H 7 tl^i" J: d Ja 

MM)M^fW^-^^^M^ir^DF (Dedicated File) (D^T<DEF (Elementary Fi 



ttliiE#2 0 0 3 -3 1 1 1 5 1 3 



#M 2003-053. 3 62 



^-v: 14/ 



^ <7) T 'J ^ D F <7)^T OEF-^tOTi^-t:;^ ^> >l) J: 9 

-t ^ ^ >; f- ^ ^^1^ ^ l^^l" ^ ^ <5: I; ^ o 

[0 0 3 9] 
[0 0 4 0] 

oS«9. K-7^.-v> 1 3/65T7'';il^f^^3 3 ^igfEi-^^^^La ( 1 ) 

Kv^.-v> 1 3;0^^Ty;^^f#m3 3 -^tt^<7)lf ^^^ijf LTM^ 

■fy^hiJ-Vrzf') 1 l^T^'t7.m^i:ffo^m (3) ii-C. BfffE^-<^1t^^ 
[0 0 4 1 1 



ttliE# 2003-3111513 



# H 2003-053362 



^-v: 15/ 



mi] 

[0 2] 

;$:iiB^ <7) m 1 (ommf^m tt ^ r - v a > ^.se >^ t- a o^t^ ^ ^-r 

[11131 
[04] 
[05] 

0 

[0 61 

<7) H 3 <^ mmjfm {Zidif^T-fV^~iy3> WM v X 7" A Olt^ =1: ^i" 

0 

[0 71 

:^mM<7)mMf^B ic ^ It ^ -7 T ;w r :7° 1; M-fe ^ ^ T f-v^X ;^ 7 T >r T 

^-bX^^-t-0 
[081 

^ i T T-V ^" ^ L 7t:^^jS*-e^iJ nj 4^ -9- - t:\x 4: ^1" 0 
[0 91 

1 0 -t^^TT-Vsvfx 
1 1 iJ-VT-f') 



ailE# 2003-3111513 



mm 2003-053362 



^-v: 16/E 



13 ^my^y^'} (:^- K-7;t->-v>) 

1 4 m^^Mm)\^- hmmm 

1 5 Viv^ hx-^ 

3 0 ^i^^* 

3 1 Java(Sli^M)T7'''; 

3 2 OS 

3 3 ]avaimmm)mnMm ( j am) 

3 4 m^m^ 

3 5 f£«^'ltlg*&^^it 
3 0 1 

3 0 2 *^mx.^PlfIi:^ 



mum 2 003-3111513 



#11 2003-053362 



^-v: 1/ 




tamW 2003-3111513 



[1112] 



mm 2003-053362 



2/ 



I 




K- 



Una 



A. 



or 



iliia _N 

ii 















< 


















m 






It 




CO 

o 


Jill/ 
w\ 




CD 






> 






CD 














ttlliE#2 0 0 3 



-3111513 




ttilE# 2003-3111513 



il 2003-053362 



4/ 



[11141 





ttliiE# 2 0 0 3 



-3111513 




taiE# 2003-3111513 



IS 2003-053362 



6/ 



me] 



I 

r1 




15- 

K- 

O 

_\ 



■ma H=j 

'1!!? 

ilita _N 

u 















< 




































W\ 




o 


(0 


























tHlE#2 0 0 3 -3111513 




dtilE#2 0 0 3 



-3111513 



003-0 5 3362 



^-v: 8/ 



[US] 




miE# 2003-3111513 



mm 2003-053362 



^-z^ : 9/E 



[1119] 



31 



30 



7^ 



V 



35 



OS/VM 



32 



11 



10 



V 




ffilEilf 2 003-3111513 



mm 2003-053362 



mm] 

t^^^W ^ihfzry'v mn^^ 3 3^ iSIE L . ^ o r 7° >; ^tf ^^7:>^ -t ^ ^ r t-' 

j^T^i-eSlj j^l" ^ T 7° {ZM L -t ^ J. T T-V 7> i ^ ISIiE7&^^ bTh^ ^ ^ 

o 

[^if^H] H 1 



ailE# 2003-31115 



1/E 



2003-053362 



m M A ® M If 



[000005821] 



1. ^M^B B 199 0^ 8^280 

ffi F;f >^Ki#pmTfT^^pm 1 0 0 



tiliiE#-^ ffitE# 2 0 0 3 - 3 1 1 1 5 1 3 



